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I am glad to appear before this Subcommittee to discuss the role of the 

banking agencies in the identification of violations of criminal law by bank insiders 

and in protecting commercial banks from the effects of illegal or improper 

activities of insiders. My testimony will address the general supervisory 

responsibilities and activities of the Federal Reserve with respect to criminal 

misconduct and insider abuse. Detailed answers to the specific questions raised in 

Chairman Barnard's April 5 letter are contained in a separate Federal Reserve 

staff report submitted to the Subcommittee.

We at the Federal Reserve share the Subcommittee's concern over the 

need to detect in a timely manner potentially improper insider activity and to take 

effective action to stop the activity and protect the banking institution. Prompt 

and effective action is critical for two reasons. First, as a matter of public policy, 

it is essential in banking, as in all other endeavors, to ensure a continuing high level 

of compliance with laws and regulations. Second, criminal misconduct and other 

forms of questionable or unsound activities by bank insiders historically have been 

major factors contributing to bank problems and failures. For these reasons, when 

violations of sound banking practices or laws and regulations are discovered, it is 

our firm policy to take action to halt such activities and to protect the banking 

institution from their effects. Although the Federal Reserve has no authority for 

criminal prosecutions, we do refer possible criminal violations that are uncovered 

by examiners to appropriate authorities and provide assistance as requested by 

those authorities.

The Federal Reserve System has primary supervisory authority at the 

Federal level for about 1,000 state member banks and over 5,000 bank holding 

companies. The System fulfills its supervisory responsibilities primarily through 

the conduct of periodic on-site examinations during which examiners evaluate, 

among other things, the quality of a bank's loans and investments, liquidity, capital
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adequacy and general financial condition. Examiners also review the activities of a 

banking organization's management and directors; the adequacy of internal systems 

and controls; any material transactions with officers, directors or principal 

shareholders; and compliance with a wide variety of laws and regulations affecting 

a bank's relations with insiders, depositors, borrowers, investors and the bank's 

general community. The process is designed to determine that the bank is being 

operated in a sound and prudent manner in compliance with banking laws and 

regulations.

In carrying out its responsibilities for nonproblem state member banks, 

the Federal Reserve often relies on examinations conducted in alternate years by 

state banking authorities. With regard to bank subsidiaries of bank holding 

companies, the Federal Reserve utilizes examination reports prepared by the 

primary supervisor of the bank subsidiary. These procedures are intended to reduce 

the burden associated with overlapping regulatory authority, strengthen the dual 

banking system and further cooperation between Federal and state banking 

agencies.

In considering supervisory responses to bank problems, it is important, I 

believe, to clarify the meaning of the terms "criminal misconduct" and "insider 

abuse." Criminal misconduct refers to violations or possible violations of criminal 

statutes. The term "insider abuse" covers a wider range of activities on the part of 

the bank's principals that can have harmful consequences for the bank, possibly at 

the same time benefiting the insider or his or her related interests. Thus, insider 

abuse may include improper lending practices such as the extension of unsound, 

excessive or privileged loans to insiders or their related interests, as well as 

possible violations of criminal statutes such as fraud or misapplication of bank
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funds. Indeed, some criminal activities, such as theft or embezzlement, may not 

be the fault of the bank's principal insiders. While insider abuse includes criminal 

misconduct, the term also comprises other actions or practices that may be equally 

or more harmful to a bank's overall condition, such as violations of insider lending 

limits or excessive loan concentrations.

Since all types of improper insider activities can have an adverse effect 

on a bank's condition, undermine public confidence in banking organizations 

generally, and contribute to a bank's failure, all such activities are cause for 

serious supervisory concern and require a prompt and effective supervisory 

response. Examiners are instructed to identify apparent violations of banking 

statutes or unsound practices that are having an adverse impact on the bank, and 

supervisory authorities are responsible for formulating enforcement programs, 

including cease and desist action and/or removal proceedings, to enforce banking 

laws, protect the bank's condition and promote the safety of depositors' funds. 

Examiners also refer situations involving possible criminal violations to law 

enforcement authorities and cooperate in the gathering of additional information. 

But it is important to recognize that there is no foolproof way to ensure that banks 

will not be adversely affected by improper activities of insiders, particularly when 

such transactions involve the commission and concealment of criminal acts.

One obstacle that can hinder the early detection of possible criminal 

activity by senior bank officials derives from the manner in which such activity 

initially begins to surface. Some forms of criminal activity in banks, such as 

embezzelment and teller theft, often come to light abruptly and usually result in 

the immediate termination of employment and legal action against the individual 

involved. Often—though not always--such acts are committed by less senior bank
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employees and frequently do not involve amounts that have a major impact on the 

bank's financial condition.

As a practical matter, however, criminal violations that have had a 

materially adverse e ffect on a bank's financial condition and that have involved 

senior officials usually surface in the first instance in the form of inadequately 

documented loans, incomplete credit information concerning borrowers and other 

forms of incomplete recordkeeping. Such forms of inadequate recordkeeping, while 

not widespread, are not uncommon in banks, and almost always are the result of lax 

procedures rather than criminal misconduct. Thus, in the vast majority of such 

cases, lax procedures are addressed by examiners and effectively remedied through 

the supervisory follow-up process, including, when appropriate, formal civil 

enforcement action. In those few cases where further digging indicates that 

criminal activities may be involved, extensive criminal investigations and 

prosecutions—lasting in some cases for years—are often necessary to prove the 

violations.

It should be emphasized that it is not our policy to wait until the 

criminal investigation has run its course before taking action to protect the 

institution. In those instances where evidence suggests that improper activities 

could harm the institution or the public, the Federal Reserve takes prompt action 

to stop those activities, and to prevent their reccurrence. In most situations, 

bringing the matter to the attention of the institution's board of directors is 

sufficient; they normally are quick to correct the situation and/or to replace 

individuals responsible. In those few cases when the directors do not act—often 

when the individual involved in misconduct is also a control-owner—there are a 

number of enforcement mechanisms available to the regulatory agencies. These
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include cease and desist authority, the assessment of civil money penalties, and the 

suspension and removal of an officer or director.

Over the last several years, the effects of economic recession and the 

accompanying financial pressures on borrowers have contributed to an increase in 

bank failures. Severe economic difficulties can undermine the financial condition 

of both sound banks and those in an already weakened condition. However, banks 

with poor management and imprudent lending policies, or those weakened by 

questionable insider activities, are often more vulnerable to adverse financial 

developments. In addition, deteriorating conditions may tend to encourage the 

relatively small number of banks that are poorly managed, inclined to insider abuse 

or self-dealing or excessive risk-taking, to undertake greater risks or questionable 

insider activities to offset the e ffect of poor operating results.

It is the policy of the Federal Reserve to ensure that circumstances 

suggesting a possible violation of a criminal statute are referred to the appropriate 

law enforcement authority. Our procedures concerning criminal referrals were 

worked out in conjunction with the other banking agencies and in consultation with 

Federal law enforcement authorities. Whenever examiners uncover evidence or 

information suggesting the possible violation of a criminal law, a determination is 

made as to whether or not the bank itself has properly referred the violation. We 

have found that, in the vast majority of cases, the banks themselves do make 

timely referrals and take action to remedy the situation, usually by terminating the 

employment of the individual involved. However, if the bank does not report the 

violation, or if it appears advisable for any other reason, examiners will directly 

refer the situation to the local o ffice of the U.S. Attorney. In such situations, 

examiners gather as much information as is reasonable in light of the individual
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circumstances and as is necessary to determine the e ffect of the incident on the 

bank.

The judicial and procedural considerations pertaining to criminal 

investigations and prosecutions are different in many respects from safety and 

soundness considerations and require specialized expertise. Nonetheless, the 

banking agencies have participated in special investigations conducted under the 

direction of the law enforcement agencies and have assisted the enforcement 

agencies in preparing cases by providing expertise in banking matters. Decisions on 

whether or not to indict or seek additional information are made by the primary 

law enforcement authorities. Generally, the Federal Reserve is not involved in the 

process of indictment or prosecution, although System examiners do sometimes 

provide expert testimony in criminal cases.

As I have stated, the Federal Reserve takes supervisory action against 

any unsound or questionable insider activity or bank practice, regardless of whether 

the activity or practice involves a possible criminal violation. The Federal Reserve 

completed 30 formal enforcement actions in 1982 and 50 such actions in 1983 

involving state member banks or bank holding companies. A summary of these 

actions is enclosed with the Federal Reserve staff report that has been submitted 

to the Subcommittee. In the first quarter of 1984, the Federal Reserve completed 

22 formal enforcement actions. In addition, the Board recently issued a notice of 

removal and suspension against an officer and director of a bank holding company 

for excessive and unsound insider loans and violations of banking law. In this case, 

the staff is presently negotiating the provisions of a permanent prohibition 

agreement with the individual. Over time, it has been our experience that the 

actual or planned initiation of removal and suspension proceedings usually results in
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resignations the individuals cited, thereby obviating the need to complete the 

removal action.

The Subcommittee's letter appears to raise the question of whether 

there is a need for some form of monitoring system to prevent "dishonest'' bank 

officials or individuals removed by bank management or the banking agencies from 

being reemployed in the banking industry. In this regard, we would note that 

Section 19 of the Federal Deposit Insurance Act requires the FDIC's approval for 

the employment by a bank of any person previously convicted of a criminal offense 

involving dishonesty or a breach of trust. Moreover, as I have indicated, the 

Federal Reserve takes enforcement action to protect state member banks from the 

improper activities of any individual or insider. As a matter of principle, however, 

the primary responsibility must fall on the financial institution to determine 

whether or not a prospective employee who is to be given important fiduciary 

responsibilities has the proper qualifications for such a position. We believe that it 

would be inappropriate for the banking agencies to maintain a list of individuals 

that had been the subject solely of civil enforcement actions for the purpose of 

preventing their future employment with any institution. Indeed, we believe that 

great care must be taken to avoid any official action that could undermine an 

individual's rights or due process under the law.

It should be pointed out that the banking agencies routinely exchange 

examination and related supervisory reports in accordance with applicable statutes. 

These reports contain information on the background and performance of bank 

management and directors and are used in connection with our supervision of banks 

and our review of notices of changes in bank control. This less formalized 

exchange of reports with our sister supervisory agencies assists us in identifying
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potential situations in which an individual of questionable background could have an 

adverse e ffect on a banking organization. While not perfect, we believe this 

approach is preferable to the maintenance of formal lists which may be subject to 

error, misuse or inadvertent disclosure, and which could, in turn, deny an individual 

due process or unfairly damage his reputation.

In considering the question raised by the Subcommittee of the public 

disclosure of enforcement actions, it should be noted that a good deal of disclosure 

already takes place. For example, companies that are required to file public 

financial statements must also disclose any enforcement actions that are deemed 

to be material. In addition, the banking agencies make public on an annual basis 

case-by-case summaries of supervisory enforcement actions. These summaries do 

not identify specific companies or individuals, but they do provide detail on the 

enforcement provisions of individual supervisory actions and the specific types of 

problems the actions are intended to correct. In certain egregious cases, the 

Federal Reserve has disclosed the names of individuals or companies subjected to 

civil money penalties for engaging in improper conduct or violations of substantive 

banking regulations. Finally, information is made available to the public annually 

on a bank's aggregate loans to its executive officers, principal shareholders and 

their related interests.

The question of whether there should be routine disclosure by 

supervisory agencies of all enforcement actions against individuals or institutions 

requires careful consideration of a number of important procedural, privacy and 

supervisory matters. It can be argued that public disclosure may serve as a 

deterrent to those insiders who might be inclined to abuse their positions or 

otherwise engage in improper or self-serving activities. However, public disclosure
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of supervisory actions in some instances could prove counterproductive from a 

supervisory standpoint. For example, such disclosures could have a disruptive 

effect on a bank's funding or overall financial condition, thereby potentially 

aggravating a delicate situation which the supervisory action was intended to 

correct. In addition, our experience suggests that if it were understood that 

supervisory agencies would, as a matter of routine, disclose all enforcement 

actions, financial institutions or individuals subject to such proceedings would be 

more likely to refuse to consent voluntarily to its provisions. This would tend to 

frustrate expeditious correction of the problems.

The Federal Reserve, together with the other supervisory agencies, has 

a vital interest in ensuring that possible criminal misconduct in the nation's banks 

be uncovered and promptly terminated. We support vigorous and timely 

prosecution and punishment of any bank officer, director or other insider found to 

be engaged in criminal activities, and stand ready to assist in this process in any 

manner that is consistent with our statutory authority and primary responsibilities. 

In any event, we remain firmly committed to taking timely remedial action against 

any insider abuse, regardless of whether or not it constitutes a violation of criminal 

statutes.
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